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ABSTRACT 

Ethical advertising has become a crucial aspect of modern marketing, particularly in the digital 

era where corporate social responsibility, consumer trust, and regulatory compliance play vital 

roles. This study examines the integration of ethical advertising practices in Nigeria, identifying 

key strategies for aligning Nigerian digital marketing with global ethical standards while 

highlighting existing gaps and challenges. The research explores how businesses navigate the 

ethical landscape of digital marketing, focusing on consumer privacy, advertising transparency, 

and corporate accountability. Through a detailed literature review with focus on database 

research articles published within 2020 to 2024, accessible on Google Scholar, ResearchGate, 

and MDPI, this study investigates the current state of Nigeria’s advertising industry, focusing on 

regulatory mechanisms, industry challenges, and the effectiveness of existing ethical guidelines. 

Findings reveal that while institutions such as the Advertising Regulatory Council of Nigeria 

(ARCON) and the Nigerian Broadcasting Commission (NBC) attempt to regulate advertising 

practices, enforcement remains inconsistent. Additionally, the growing prevalence of influencer 

marketing and digital advertisements has introduced further ethical concerns regarding 

transparency, misleading claims, and unauthorized data usage. The study underscores the urgent 

need for Nigerian businesses and regulators to adopt comprehensive ethical advertising 

frameworks that align with international best practices.  

Keywords: Ethical Advertising, Digital Marketing, Consumer Trust, Regulatory Compliance, 

Nigeria, Corporate Accountability 
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1. INTRODUCTION 

Ethical advertising has become a critical focal point in contemporary marketing, reflecting the 

growing emphasis on corporate social responsibility, consumer trust, and regulatory compliance. 

As digital marketing continues to evolve, organizations must navigate ethical considerations to 

maintain transparency, safeguard consumer privacy, and promote responsible advertising practices 

(Burr & Floridi, 2020). With the increasing influence of digital platforms, businesses are not only 

presented with unprecedented opportunities for engagement but also face heightened scrutiny 

regarding their ethical conduct in advertising. 

The shift toward ethical advertising is largely driven by rising consumer awareness, corporate 

accountability, and regulatory pressures. Research indicates that modern consumers are more 

likely to support brands that demonstrate ethical integrity and sustainability commitments 

(Christensen, Hail & Leuz, 2021; Hansen & Bo Nielsen, 2023). As a result, organizations 

worldwide are re-evaluating their marketing strategies to align with ethical advertising standards, 

ensuring that promotional efforts do not exploit vulnerable demographics or reinforce harmful 

stereotypes. 

The evolution of digital marketing has played a significant role in reshaping advertising practices. 

Traditionally, marketing communication relied on conventional media channels such as print, 

television, and radio (González-Padilla, Navalpotro & Saura, 2024). However, the advent of the 

internet and digital technologies has revolutionized the industry, enabling precise targeting, real-

time engagement, and personalized marketing experiences (Quesenberry, 2020). From the early 

2000s, businesses began leveraging social media platforms—initially Orkut, followed by 

Facebook, X (formerly Twitter), Instagram, and TikTok—to enhance consumer interaction and 

brand visibility (Guerrero, 2023). Today, artificial intelligence and machine learning further 

optimize digital marketing strategies, allowing marketers to predict consumer behaviour and tailor 

content accordingly (Kshetri, Dwivedi, Davenport, & Panteli, 2023). 

Despite these advancements, the reliance on digital platforms has also led to unethical marketing 

practices, including data privacy violations, deceptive advertising, and targeted manipulation of 

susceptible audiences. This necessitates a global push toward ethical advertising frameworks that 

uphold consumer rights and corporate accountability (Naveed, 2023). In emerging markets such 

as Nigeria, where digital adoption is accelerating, ethical advertising is particularly crucial. 
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Nigeria’s digital economy is characterized by a tech-savvy youth demographic and an increasing 

reliance on digital media for commerce and communication (Shankar, Grewal, Sunder, Fossen, 

Peters & Agarwal, 2022). However, without robust regulatory frameworks and industry 

compliance, unethical marketing practices could undermine consumer trust and brand reputation. 

To address these challenges, Nigerian regulators must strengthen legal frameworks to align with 

global ethical standards in digital marketing. This includes enforcing stricter guidelines on 

advertising transparency, consumer protection, and corporate responsibility (Sircar, Yadav, 

Rayavarapu, Bist & Oza, 2021). By adhering to international ethical advertising norms, Nigerian 

businesses can enhance their brand credibility and foster consumer loyalty while contributing to a 

more responsible digital marketing landscape. The following objectives were looked into in the 

course of this investigation: 

i. examine the regulatory mechanism governing Advertising practices in Nigeria 

ii. assess the effectiveness of existing ethical guidelines in the industry. 

iii. identify gaps and challenges in achieving ethical advertising in Nigeria 

 

2. LITERATURE REVIEW 

2.1 Conceptual Review 

Nigeria Advertising Industry 

The Nigerian advertising industry has over the years, been in a growing state, due to enhanced 

consumer patronage, digital evolution and emergence of social site (Adelabu, Alade, Sanusi & 

Oloyede, 2023). Advertising is an important communication platform in Nigeria for the 

organizations that intends to target a majority of the population. Nigeria alone is home to over 200 

million people and, most of these are the younger generations who are also into technology 

(Owebor, Diemuodeke, Briggs & Imran, 2021). However, there are challenges especially when 

the issue of ethical conduct in the industry is concerned or the lack of governing institutions to 

regulate the activity (Coelho, Jayantilal & Ferreira, 2023). The Nigerian Advertising Regulatory 

Council (ARCON) ensures that ads communications are done in accordance with the prevailing 

laws and ethical standards in Nigeria. Some of the areas concerned are prohibition of regulatory 
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laws aspect such as the regulation of deceptive advertisements, consumer protection, and 

regulation of information content in the media (Hovenkamp, 2024). However, the enforcement is 

still somewhat lax and the sector is still looked at unfavorably when measured up to internationally 

recognized ethical benchmarks, especially in issues such as data protection and disclosure in online 

promotion. 

Advertising in Nigeria functions under a multiphase legal framework that seeks to promote 

freedom of creativity whilst cabining deceptive commercial messages (Abioye, 2021). Nigeria’s 

ARCON alongside other institutions like the Nigerian Broadcasting Commission (NBC) aims at 

evolving rules and laws with regards to advertising content in media which include television, 

radio and social media. However, the industry still encountered issues like the continual unhealthy 

practices including cases of deceptive advertising especially with advertising that is pervasive in 

the digital platform that sometimes involve business organizations, use fake claims or manipulated 

statistics to draw consumers (Willis, 2020). The current state of affairs is fairly fluid as well, 

particularly with the rise of digital marketing – several guidelines regulating everything from 

online advertisements, influencer marketing, and social media campaigns are still new to many 

advertisers. Despite these progress in this area, it can be noted that today’s new forms of 

advertising regulation remain far from perfect as the further development of digital technologies 

outpaces the increase in its regulation. Furthermore, the move toward ethical advertising by 

companies around the globe has intensified pressure on Nigerian marketers to conform to global 

best practice. As the ethical consume becomes the new normal and Nigerian companies make 

efforts to abide by rules dictated by the global environment such as the GDPR Nigeria advertisers 

need to additionally factor in ethical perspectives to their method. These are clear and honest 

advertising, truthful and proper descriptions of products and services, and appropriate use of 

consumers’ information. While it is true that some Nigerian companies are gradually adopting 

some of these global ethical standards some firms have Challenges in adopting sound data 

protection measures and producing truthful advertisement content (Ogbechie & OguntimehinJr, 

2024).  
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Ethical Advertising 

Ethical advertising has emerged as an important theme in modern society as consumers pay keen 

attention on how the organizations pay attention to ethical process in the promotions of the brand 

(Cambier & Poncin, 2020). To this end, some of the most fundamental regulatory requirements 

and standards have evolved globally to assist as well as to ensure business entity act ethically 

throughout advertising. Such a regulation is more specifically the General Data Protection 

Regulation (GDPR) which has been implemented by the European Union in 2018. GDPR makes 

high demands to data protection and privacy, it enshrines priority of consumer interests and 

declares that businesses may collect and process consumers’ data only with their consent 

(European Commission, 2020). It has facilitated this regulation to immensely affect digital 

marketing through the enhancement of transparency and consumer control. 

Specifically, in the USA there are special rules for ethical advertising which are listed under the 

Federal Trade Commission known as Truth in Advertising laws. Federal Trade Commission laws 

state that adverts cannot be misleading, false in a material respect, or unwarranted (Kerchhoff, 

2020). This comprises disclosure of sponsored relationships between the advertisers and endorsers 

as well as truthful representation of product or services (FTC, 2022). These guidelines are meant 

to shield the consumers from being sold wrong products through what may amount to unfair 

production of information by the manufacturers and other players in the relevant market. Also, two 

associations representing advertisers globally include IAA and the WFA have unique set of 

globally accepted code of conduct which call for ethics in advertising. These codes require 

marketers to practice responsible marketing, to respect rights of individuals, encourage social 

responsibility as well as preserve the environment (IAA, 2021; WFA, 2022).  

Customer sentiments and expectations about ethical advertising have over the years changed 

markedly. Contemporary customers are knowledgeable and selective regarding the companies they 

deal with, and their sustainability standards. The Nielsen global survey, 2021 revealed that 

majority of consumers are willing to pay a premium for goods and services offered by 

organisations committing to ethical standards and sustainability. Such a change is associated with 

the changes in the population’s expectations of sincerity, non-gaudiness, and ethical corporate 

behaviour, including in the advertising business.  The customer today does not only demand that 

a brand provides him/her with quality products, but a brand that will practice what he/she believes 
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in. This entails revealing the sources where products are obtained, provision of equal wages for 

workers and care on the ecosystem. Companies that do not capture these expectations may end up 

being punished and consumers lose trust in the companies (Apampa, 2020; Dickinson‐

Delaporteetal., 2020; Baragiola & Mauri, 2021).  

Nigeria Unethical Advertising Practices 

The context of Nigerian advertising industry is full of numerous unethical acts that erode consumer 

trust and regulatory standards (Baragiola & Mauri, 2021). Some of them include; false 

advertisements, tendency that firms give out over-ambitious statements on their products or 

services in an advertisement without supporting facts (Thomas, 2023; Oxmanetal., 2021). For 

instance, a cross-section of the health and wellness brands in Nigeria has been established to 

deliver products with unfounded health claims as outlined by Lokulo-Sodipe (2019) and Olatunji 

(2018). These claims also fall foul of ethical principles and more particularly the rules and 

recommendations set by the National Advertising Regulatory Council (NARC) which has helped 

in preventing false and deceptive advertising. One more considerable issue that remains relevant 

for the Nigerian advertising industry is the opacity of influencer marketing (Dwivedietal., 2021). 

This social marketing strategy is now used to popularize brands; however, many of them have not 

endured proper endorsement disclosure. It also brings to reality consumer manipulation whereby 

consumers take verdicts to be inherent instead of being paid an endorsement, thus going against 

the ethical standards of advertising (Adebisi, 2024; Wellman etal., 2020).  

Another component of the unethical advertising known in Nigeria is privacy violations (Effah & 

Alomenu, 2021). Consumers today have gotten hooked with digital marketing because of the 

growth of data collection and usage for advertising purposes (Davida, 2021). But, it is regrettable 

that the majority of firms fail to uphold best practices in data management; unauthorized data 

collection is rampant, and firms provide inefficient security measures, undermining consumer 

privacy. Due to such issues the Nigeria Data Protection Regulation (NDPR) was approved but its 

compliance is still a bit irregular and many marketers are still in a position to fully adhere to the 

regulation stipulations (NITDA, 2020). This has over time been evidenced by poor application of 

data protection laws and inability to meet consumer expectations on privacy of their data. This is 

coupled with other challenges that are associated with the deceptive advertisements and these 

include: fake endorsements and fake testimonials which has stretched the unethical situations in 
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the Nigerian advertising to a higher level (Opia, 2020). They further mislead consumers while at 

the same time eroding the legitimacy of substantive advertising campaigns.  

However, it is creditable to discover that the Nigeria landscape has embraced some level of ethical 

advertising practice which are informed by developing digital marketing techniques and enhancing 

advertising legal requirements. In the recent past, Nigeria has experienced exponential growth of 

the digital marketing industry, increased spending on online marketing tools including social 

media marketing. The Nigeria major companies like Jumia and Konga have embraced digital 

media to communicate with consumers and make sales. However, ethical advertising even today 

is an area that needs a lot of developments. This study reveals that ethical advertising in Nigeria 

has been an obscured concept, especially due to the vices of transparency and privacy of 

consumers’ data as well as manipulation of information (Ejioguetal., 2019).In Nigeria at the 

moment, the regulations governing digital marketing include but not limited to the following; the 

National Advertising Regulatory Council (NARC) guidelines and the Nigeria Data Protection 

Regulation (NDPR).  

Current State of Digital Marketing in Nigeria 

Nigeria like many other countries has in the recent past seen growth and evolution of Digital 

marketing, this is due to the expanding coverage of internet and mobile technology (Ogbeide-

Osaretin & Ebhote, 2020). Nigeria is currently among the biggest and fastest-growing markets in 

Africa, and therefore presents a huge potential for successful targeting of digital marketers willing 

to deliver their message to a literate and technology-savvy audience (Pillay, 2023). The Nigerian 

digital marketing industry has various local and international industry players who develop new 

services and products to compete in the industry (Awotunde, Oyedele & Adewale, 2024). Some 

of the local agencies that have emerged to the lime light include Dodo Graphics, X3M Ideas, Wild 

Fusion among others. Dodo Graphics, a company that specializes in Branding and social media 

since it started obtaining attention and recognition in creating Brands (Kawaf & Dekel-Dachs, 

2024). Likewise, X3M Ideas has built strong capacity to provide integrated communication and 

digital marketing strategies such as search engine optimization (SEO) and content marketing 

across board for various clients.  

Other local agencies include Mobi Label, Imack, Graphic, and media access; however, digital 

marketing giants from all over the world like Google and Facebook are the biggest players in 
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Nigeria’s market. Google has a series of advertising products such as Google AdWords and Google 

Analytics that help businesses advertise and reach Nigerian consumers conveniently or even gauge 

the success of the advertising strategies being used. Owned by Facebook with a vast coverage and 

complex targeting features, Nigerian brands may effectively reach the audience using 

advertisement opportunities like Facebook Ads and Instagram promotions (Vitalisetal., 2023). 

These global markets not only help the indigenous business establishments in their promotional 

campaigns online but also bring new ideas and technologies to Nigeria.As we speak, there are 

several notable trends that are airily defining the digital marketing industry and scene in Nigeria. 

One of them is the mobile first strategy based on a very high mobile penetration in Nigeria. Given 

the fact that a big percentage of the Nigeria’s population is now on the internet through their mobile 

devices, mobile-first trends have become a key importance among the Nigeria’s digital marketers. 

Such as mobile advertising, app promotions and sms marketing, which have become core strategies 

of digital marketing (Statista, 2022).  

Another of the most recognizable trends in Nigeria’s digital marketing is social media dominance. 

Some of the social networking sites popular among the Nigerians include; Facebook, Instagram 

and X (which was formerly known as twitter); this makes these sites relevant tools for marketing 

on the social media. Influencer marketing has become one of the go-to approaches used to engage 

the public; December 2017 saw brands tapping into famous personalities to market their products 

on social media platforms. Different retail brands have made social media a central point in the 

creation of a brand image and consumer engagement (Tafesse & Wien, 2018). Besides, the 

development of e-commerce solutions such as Jumia, Konga and PayPorte, has also enhanced the 

usage of digital marketing methods. Today’s e-commerce store owners are using promotional 

mails and email marketing, Telemarketing, and Advertisement campaigns to sell their products 

and gain customers (Purnomo, 2023).  

Challenges and Gaps in Nigeria's Digital Marketing Regulation 

There has been some measure of progress in the regulation of digital marketing in Nigeria, there 

are many hurdles and gaps that make existing measures partly effective. There is always one major 

problem – the observation and adherence to the existing set rules. Inadequately equipped digital 

marketers in Nigeria have restriction issues with data protection and advertising regulatory 

frameworks and discourses they often do not know or have the capacity to engage with (Ere, 2020). 
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Such a non-compliance is likely to lead to the adoption of unethical behaviours as well as its 

leading to generation of consumer distrust. For instance, according to Vojković, Milenković and 

Katulić (2020) many firms have inadequate structures that offer protection to the consumer data 

thus the latter gets exposed to volatilities such as data leakages, misuse of the consumers’ 

information amongst others. The discrepancy is further evident in a more general term that often 

these regulatory agencies do not have the means or even tools to track or sanction non-compliance, 

where proved right in this case. 

Another concern is the absence of clearly defined specific regulatory rules within the existing 

system. These existing regulations appear to be more like firefighting modes rather than 

prophylactic ones, which does not give them the leverage needed for the dynamically growing 

field of digital marketing. Even though different digital marketing techniques and technologies 

continue to emerge there is need for more rigorous as well as more up to date regulation of these 

areas. For example, the rapidly developing means of social networks and using influencers has 

created new problem areas like the control of paid posts and readability of sponsored 

collaborations. These aspects are not coherently explained in those guidelines, which points 

towards a serious gap in the literature on regulations (Abbott & Snidal, 2021). Failure to be 

proactive in updating the regulations means that Nigeria loses the ability to properly navigate the 

current complexities of most contemporary digital marketing (Fulgoni, 2016).  

2.2 Theoretical Review 

Stakeholder Theory 

Stakeholder Theory posits that organizations must consider the interests of all stakeholders in 

decision-making processes, rather than focusing solely on shareholders (Kujala, Sachs, Leinonen, 

Heikkinen, & Laude, 2022). Developed by Freeman (1984), the theory emphasizes the 

interconnected nature of businesses and their stakeholders, including consumers, employees, 

regulatory bodies, communities, and investors. A detailed review of this theory is essential in this 

study to provide a more comprehensive understanding of its relevance within the advertising 

industry, particularly in relation to ethical considerations and corporate responsibility. 

In the context of advertising, Stakeholder Theory suggests that companies should align their 

marketing strategies with ethical principles that cater to the expectations and welfare of diverse 
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stakeholders. Ethical advertising practices are not merely regulatory obligations but strategic 

imperatives that influence long-term stakeholder trust and brand sustainability. For instance, 

transparency in advertising ensures that consumers receive accurate and non-deceptive 

information, reducing the risks of misleading claims that could erode trust and provoke regulatory 

scrutiny. Similarly, adherence to data privacy laws is critical, as mishandling consumer data can 

result in reputational damage and legal consequences, ultimately impacting corporate credibility 

(Freeman & By, 2022). Furthermore, Stakeholder Theory highlights the importance of corporate 

social responsibility (CSR) as a key aspect of ethical business conduct. Organizations that integrate 

social responsibility into their marketing strategies—such as promoting sustainable consumption, 

supporting local communities, or engaging in philanthropic activities—enhance their public image 

and strengthen relationships with both consumers and regulators. Empirical evidence suggests that 

socially responsible brands often enjoy greater customer loyalty and advocacy, leading to long-

term competitive advantages (Kujala et al., 2022). By embedding ethical considerations into 

marketing strategies, organizations can cultivate goodwill not only among consumers but also 

within the broader stakeholder network, including employees who value ethical work 

environments and regulatory bodies that reward compliance. This aligns with the argument that 

ethical behavior in advertising is not just a compliance measure but a tactical business strategy that 

fosters long-term success. A more detailed exploration of Stakeholder Theory within this study 

will provide critical insights into how ethical advertising influences stakeholder engagement, 

regulatory compliance, and brand reputation. This theoretical foundation underscores the need for 

businesses to recognize that ethical decision-making in advertising is a multifaceted approach that 

benefits all parties involved, ultimately contributing to corporate sustainability and long-term 

profitability. 

2.3 Empirical Review 

Daud, Rameli, Man, and Aris, (2023) examined the implementation of Islamic marketing ethics 

among Muslimpreneurs utilizing Facebook for digital marketing. Through content analysis of 32 

advertising materials, the study revealed that while fundamental Islamic marketing ethics were 

generally upheld, there was a notable lack of clear disclosure regarding marketing information. 

This finding highlights the need for greater transparency in promotional materials. Similarly, 

Granstedt (2024) provided a comprehensive overview of ethical challenges in social media 



Nigeria Journal of Management Studies, Unilag  Vol. 27 No. 1 (2025) 

160 
 

marketing through a systematic literature review. Five distinct themes emerged from the study, 

including advertising and customer-brand relationships, the dark side of social media, privacy 

concerns, fake news, and emerging research areas. The author emphasized that firms must 

proactively advance ethical practices to build consumer trust and combat misinformation. 

The role of digital marketing in small and medium-sized enterprises (SMEs) was explored by 

Bruce, Shurong, Ying, Yaqi, Amoah and Egala (2023), who investigated how digital marketing 

adoption impacts the sustainable growth of SMEs in Ghana. Using the theory of planned 

behaviour, the study analyzed data from 533 SME owners and managers, revealing that subjective 

norms and perceived behavioural control significantly influence the intention to use digital 

marketing, which in turn enhances SME sustainability. In a different context, Cunningham and 

Roberts (2025) examined the progress made in addressing sexism in advertising due to diversity, 

equity, and inclusion (DE&I) initiatives. Despite advancements, the study noted concerns about a 

backlash against DE&I in major U.S. corporations, potentially reversing progress. The researchers 

emphasized ongoing challenges such as the gender pay gap and the underrepresentation of women 

over 50 in advertisements. 

Consumer perceptions of ethical digital marketing practices were the focus of Smith and Johnson 

(2021). Their study, based on surveys and focus groups, found that transparency, honesty, and 

respect for privacy are paramount to consumers. Ethical digital marketing practices were linked to 

increased consumer trust and loyalty. Likewise, Nguyen and Wang (2022) examined how ethical 

advertising influences brand loyalty among digital consumers. Their findings suggest that ethical 

advertising practices, such as truthfulness and social responsibility, significantly enhance brand 

loyalty, particularly among younger demographics. 

Martinez and Lopez (2020) conducted a comparative study analyzing various digital marketing 

strategies and their ethical implications across different industries. Their results indicated that 

industries facing higher regulatory scrutiny tend to adopt more ethical digital marketing practices. 

Meanwhile, Kumar and Gupta (2023) explored ethical challenges in influencer marketing, 

particularly in the digital landscape. The study identified issues such as the disclosure of sponsored 

content, authenticity, and the impact of influencer marketing on vulnerable audiences, highlighting 

the need for clearer guidelines and ethical standards. 
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3. METHODOLOGY 

This study employs a systematic literature review, a structured method of identifying, evaluating, 

and synthesizing existing research on a specific topic (Siddaway, Wood & Hedges, 2019). 

Secondary data were collected from credible academic databases, including Google Scholar, 

ResearchGate, PubMed, and MDPI, using keywords such as “Digital Marketing,” “Ethical 

Advertising,” “Consumer Behaviour,” and “Ethical Marketing.” The review specifically targeted 

empirical studies published between 2020 and 2024 in English, ensuring the findings remain 

relevant and up to date. 

To analyze the collected literature, thematic analysis was employed. Thematic analysis is a 

qualitative research method used to identify, analyze, and interpret patterns (themes) within data 

(Braun & Clarke, 2006). In this study, thematic analysis was applied to extract key themes such as 

the promotion of ethics by digital platforms, regional variations in ethical advertising practices, 

and the impact of ethical marketing on consumer trust and brand loyalty. This approach was 

justified as it allows for the synthesis of various research findings to identify trends, offer 

theoretical insights, and provide recommendations on the development of ethical marketing within 

the digital landscape. Table 1.0 below presents 12 empirical studies published between 2020 and 

2024 that explore the intersection of digital marketing and ethical advertising. 

Table 1: Empirical Studies Used 

S/No. Author(s) Predictor 

Variables 

Relevance to the Present Study 

1 Akseki, S. 

(2022) 

Ethical principles 

in digital 

advertising 

Examines ethical debates in online 

advertisements, highlighting issues similar to 

traditional media, and analyzes brand 

practices. 

2 Famila, J. J. 

(2024) 

Transparency and 

authenticity in 

digital marketing 

Discusses ethical advertising in digital 

marketing, emphasizing principles and 

practices that navigate ethical dilemmas. 
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3 Belleme, J. 

(2024) 

Ethical marketing 

tactics 

Provides a comprehensive guide to ethical 

marketing practices, featuring insights from 

experts in marketing and communications. 

4 

  

 

Carson College 

of Business 

(2024) 

AI in marketing 

and ethical 

considerations 

Surveys American opinions on AI, 

misinformation, influencer marketing, and 

ethical marketing practices. 

5 Liakos, S. (2024) Ethical marketing 

strategies 

Explores ethical marketing, emphasizing 

honesty, transparency, and responsibility in 

advertising practices. 

6 Hemker,  

Herrando & 

Constantinides,  

(2021) 

Ethical use of 

consumer data in 

digital marketing 

Synthesizes empirical studies and theoretical 

frameworks on the ethical use of consumer 

data in digital marketing. 

7 Duivenvoorde, 

B., &Goanta, C. 

(2023) 

Digital advertising 

regulations 

Discusses the impact of recent legislation on 

digital advertising practices and the 

importance of ethical compliance. 

8 Ghanbarpour, T., 

Crosby, L., 

Johnson, M. D., 

& Gustafsson, 

A., (2024) 

Corporate social 

responsibility in 

digital marketing 

Investigates how incorporating ethical 

considerations in digital marketing strategies 

affects brand equity and consumer loyalty. 

9 Kim, W., Ryoo, 

Y., Lee, S., & 

Lee, (2023) 

Chatbot advertising 

as a double-edged 

sword: The roles of 

regulatory focus 

and privacy 

concerns 

Explores the relationship between consumers' 

perceptions of ethical digital advertising and 

their purchase intentions. 

10 Hemker, (2021) The transformation 

of data marketing: 

how an ethical lens 

on consumer data 

Examines the impact of ethical content 

creation on audience engagement and trust in 

digital marketing campaigns. 
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collection shapes 

the future of 

marketing 

11 Patel, P., Bose, 

S., Joshi, D., & 

Bose, N., (2020) 

Ethical challenges 

in influencer 

marketing 

Analyzes ethical challenges in influencer 

marketing and their effects on consumer 

perception and brand image. 

12 Chen, L. & 

Zhao, X. (2020) 

Privacy concerns in 

digital advertising 

Investigates how privacy concerns influence 

consumer behaviour and lead to ad avoidance 

in digital advertising. 

Authors’ Compilations (2025) 

 

4. DISCUSSION OF FINDINGS 

The results of this study point to the importance of digital media played in influencing the move 

towards ethical communication campaigns, particularly in alerting the global market on the 

importance of the cardinal values of openness, genuineness and customer relevance. Authors such 

as Borchers and Enke (2022); Chong and Patwa (2023) proved that ethical practices including the 

accurate message of the advertisement, the proper use of data, and the presentation of information 

about the contracts with the influencers help to gain consumers’ trust and develop brand loyalty. 

Also, these practices are useful in the emerging problem-solving in advertising that is categorized 

by fake and privacy invasive content (Alghamdi, 2020). As mentioned earlier, this global 

perspective complements trends in Nigeria where digital marketing is rapidly growing daily owing 

to enhanced interconnectivity and expanded access to ‘Internet’ and ‘mobile devices.’ However, 

the conventional ethical features of advertising in Nigeria are confronted with numerous 

difficulties because customers within the Nigeria market have different literacy levels and the 

concept of ethical ads is relatively new. 

In Nigeria, the bodies that currently exist, and oversee the regulation of advertising and digital 

communications are the Advertising Regulatory Council of Nigeria (ARCON) and the Nigerian 

Communications Commission (NCC). However, enforcement of the act is still a problem. These 

areas of risk in ethical considerations as misinformation, data privacy breach and nondisclosure 

especially in influencer marketing still transpire in the digital marketing (Reuille-Dupont, 2023). 
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Applying the results to Nigeria, the encouragement of all forms of advertising that revert to 

consumer transparency can help in boosting the confidence of the consumers and their trust in 

ethical global standards. For instance, ethical content creation as featured in a global analysis can 

address consumer cynicism in evolving Nigerian e-commerce, which is fueled by fake claim and 

data misuse sensitization (Arora, 2024). It is in light of this that the authorities of Nigeria need to 

improve the rates of ethical compliance and consumer protection laws for facilitating the social 

marketing within the expansionist of Nigeria’s cyberspace. 

The findings are also in alignment with the need for ethical practices in advertising for the purpose 

of enhancing social responsibility which is topical in Nigeria’s socio -economic life. Research 

shows that there is a possibility of integrating CSR into digital marketing mainly with the aim of 

developing brand value and making companies to be in par with the society’s expectation as 

highlighted by Smith and Johnson in 2023. And where social issues like poverty and 

unemployment are prevalent, ethical advertising if merged with CSR would solve consumer 

sensitivity towards brands in Nigeria and other developing countries (Adigun, 2021).  

In addition, there is the problem of deficiency of legislation in regulating new trends in digital 

marketing like influencer marketing as well as the targeted advertisements. For instance, the recent 

actions by the ARCON towards trying to regulate influencer marketing align with global studies 

outputs that focused on transparency and disclosure specifically Belleme 2024. However, there is 

no wide legislation that complies with the data protection laws and guidelines for ethical digital 

advertising on the internet. Based on the best practices from across the globe, Nigeria adoption 

could be more stringent as is seen under the EU GDPR owed in digital advertising to protect the 

consumers.  

The paper’s results also show that the level of centralization dominates in digital marketing, which 

has the potential to increase the availability of information for consumers, as well as promote the 

informed decision-making of buyers. Pricing transparency, sourcing and product claims assertions 

helps a consumer to make an ethical decision (Akseki, 2022). This is especially applicable in 

Nigeria wherein digital media has emerged as an important avenue for interacting with the 

consumers because of the increasing significance of the e-establishments. Ethical advertisements 

shall enhance the bond between the brand and the consumer since sectors like fashion and foods 
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demand ethical practices in aspects like the use of sustainability, proper labor standards etc (Chong 

&Patwa, 2023).  

 

5. CONCLUSIONS 

The paper discussed the incorporation of ethical issues in digital marketing within Nigeria while 

recommending compliance with global standards. The findings include policy recommendation to 

increase transparency in the advertisement content, improving protection for data collects by firms, 

and integrating societal values inclining responsibility into ads. Nigeria today calls for overhauling 

of the existing institutional framework in order to capture more emerging trends as well as match 

with high ethical standards. There is need to enhance enforcement of ethical advertising and legal 

measures; improve on the transparency of the regulators; and build their capacity to regulate the 

advertisement. The regulatory authority in conjunction with marketers should stick to best 

practices that can open Nigeria markets for international collaborations since the various changes 

can be in tandem with international standards to inspire consumer confidence.  

 

RECOMMENDATIONS 

Based on the findings of this study, the following recommendations are provided for the operators 

marketing industry in Nigeria as well as the regulating authorities:  

i. The Nigerian government, through agencies like ARCON and NCC must develop and 

apply modern policy frameworks to solve new ethical issues in digital marketing.  

ii. A training agenda should be set to ensure that regulators and marketing practitioners learn 

more on ethical principles in advertising. Seminar, training, and experience-sharing 

websites can assist the stakeholders to keep current with the changing global practices and 

practices these requirements with. 

iii. Consumers should be consciously informed on their rights and unfair and ethical 

advertisement. Awareness campaigns and technological savoir-faire programs can make 

consumers more conscientious in the detection of such vices and then report truly, restoring 

believability in digital marketing. 
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iv. Brands operating in Nigeria should add CSR into their online promotional activities with 

the issues of sustainability, labor relations, and communal welfare. This approach is dear 

to the consumers and helps in attaining general developmental objectives such as the SDGs. 
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